Fictional data sample - Acme

PatchFirst — security rating

2026-10-23 00:00 UTC - inventory: acme-demo-2 - assets: 4 - CVE.org sample-2026-10-23 - KEV 1754 - exploits 1 CVE -
unofficial sources as of 2026-10-23 00:00

74

fleet rating out of 100
prod weighted x2

Global rating*: 74/100 (C)
checked 23 of 23 components

1

PO — urgent, 24
hours

9

P1 — one week

10

P2 —one
month

2

P3 — scheduled

Lowest ratings: web-1.acme.example 37/100 E, app-1.acme.example 76/100 C, worker-1.acme.example
88/100 B, db-1.acme.example 96/100 A.

Restart the affected service after updating; check compatibility and run another assessment.

PO — patch today

SERVER

COMPONENT VERSION

WHAT TO DO

EXPOSURE EVIDENCE

&) web-1.acme.example

Ratings by asset

facade/ignition 2.
[composer]
/var/www/shop/comp
oser.lock

5.1

2.5.2

CVE-2021-3129 -
9.8
KEV

exploit: metasploit

public

ASSET

RATING

PO

P1 P2

P3

PUBLIC
SERVICES

0s

web-1.acme.example

app-1.acme.example

worker-1.acme.example

- 37

Global rating*:
37/100 (E)
checked 7 of 7
components

mmmm 76

Global rating*:
76/100 (C)
checked 8 of 8
components

msssmm 38

Global rating*:
88/100 (B)
checked 6 of 6
components

Ubuntu 22.04 LTS web (nginx)

Debian GNU/Linux 12

web (node)

Debian GNU/Linux 12
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ASSET

db-1.acme.example

Methodology

RATING

s 96

Global rating*:
96/100 (A)
checked 2 of 2
components

PO P1 P2

P3 0S

PUBLIC
SERVICES

Debian GNU/Linux 12

Risk = severity x exploitability x exposure. Severity uses Ubuntu/Debian priority, otherwise CVSS. Exploitability: CISA KEV
x2, CIRCL or SSVC exploitation x1.7, public exploit/PoC x1.4, EPSS >10% x1.3, discussion x1.1. Exposure: public 1.0 -
possibly public 0.8 - internal 0.6 - local 0.45.

Priority: PO — risk =14 or KEV on a public service (24 hours) - P1 — =8 or any KEV (one week) - P2 — >4 (one month) - P3 —

schedu

led.

Asset rating: 100 minus finding penalties; capped at 49 with any PO. A>90-B>80:-C=>=65:-D=>50-E=>35:F.

Sources: CVE.org, OSV.dev (Ubuntu/Debian packages with backports, Composer), CISA KEV, FIRST EPSS, Exploit-DB,
Metasploit, Nuclei, CIRCL Vulnerability-Lookup, endoflife.date. Third-party repository packages (such as sury PPA) are
checked using upstream versions.

P41 — within one week

web-1.acme.example - 5

COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE

php8.1 8.1.2-1ubuntu2  8.1.2-lubuntu2.28 public CVE-2026-109618 - 9.5
php8.1-fpm +65 CVE

league/commonmark 2.6.0 2.10.2 public CVE-2026-105830 - 8.7
[composer] +13 CVE
/var/www/shop/composer.lo
ck

twig/twig [composer] 3.14.0 3.27.0 public CVE-2026-24425 - 8.7
/var/www/shop/composer.lo +14 CVE
ck

guzzlehttp/guzzle 7.4.1 7.15.2 public CVE-2026-67354 - 8.2
[composer] +13 CVE
/var/www/shop/composer.lo
ck

nginx 1.18.0- 1.18.0-6ubuntu14.21 public CVE-2026-42945 - 8.0
nginx 6ubuntulsd +33 CVE
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app-1.acme.example - 3

COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE

lodash [npm] 4.17.20 4.18.0 public CVE-2021-23337 - 7.2
/srv/catalog/package- +4 CVE
lock.json exploit: PoC

nodejs 18.19.0+dfsg- 18.20.4+dfsg-1~deb12u3 public CVE-2026-111497 - 9.2
nodejs 6~deb12u2 +41 CVE

axios [npm] 1.7.8 1.20.0 public CVE-2026-44494 - 8.7
/srv/catalog/package- +32 CVE
lock.json

worker-1.acme.example - 1

COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE
nginx 1.22.1- 1.22.1-9+deb12ul0 internal CVE-2023-44487 - 7.5
nginx 9+deb12u?2 +24 CVE
KEV

P2 — scheduled updates this month

web-1.acme.example - 1

COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE
23 symfony/http-foundation  5.4.45 5.4.50 public CVE-2025-64500 - 7.3
[composer] +1 CVE
/var/www/shop/composer.lo
ck

app-1.acme.example - 4

COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE

m path-to-regexp [npm] 0.1.11 0.1.13 public CVE-2024-52798 - 7.7
/srv/catalog/package- +2 CVE
lock.json

23 wsnpm] 8.17.0 8.21.0 public CVE-2024-37890 - 7.5
/srv/catalog/package- +2 CVE
lock.json

m jsonwebtoken [npm] 8.5.1 9.0.0 public CVE-2022-23540 - 6.4
/srv/catalog/package- +2 CVE
lock.json

23 semver [npm] 7.5.1 7.5.2 public CVE-2022-25883 - 5.3

/srv/catalog/package-
lock.json



worker-1.acme.example - 3

COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE
m django [PyPI] 4.2.20 5.2.17 internal CVE-2026-4277 - 9.8
/srv/jobs/requirements.txt +29 CVE
23 vilow [PyPI] 10.3.0 13.0.0 internal  CVE-2026-112393 - 9.2
/srv/jobs/requirements.txt +50 CVE
2 urlib3 [PyPI] 2.2.1 2.8.0 internal  CVE-2025-66471 - 8.9
/srv/jobs/requirements.txt +8 CVE
db-1.acme.example - 2
COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE
m postgresql-15 15.3-0+deb12ul  15.19-0+debl12ul internal CVE-2023-5869 - 8.8
postgresql-15 +55 CVE
B redis 5:7.0.15- 5:7.0.15-1~deb12u10 local CVE-2025-49844 - 10.0
redis-server 1~debl2ul +25 CVE
P3 — routine maintenance
worker-1.acme.example - 2
COMPONENT VERSION WHAT TO DO EXPOSURE EVIDENCE
jinja2 [PyPI] 3.1.4 3.1.6 internal CVE-2025-27516 - 5.4
/srv/jobs/requirements.txt +2 CVE
E) requests [PyPI] 2.32.2 2.33.0 internal  CVE-2024-47081- 5.3

/srv/jobs/requirements.txt

* The global rating treats unchecked components as unknown risk. How the global rating is calculated.

+1 CVE
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